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Jak se tvori legislativa pro eHealth

» 3 rozdilné pristupy:

» 1. pristup - nejprve se napise a schvali legislativni znéni
zakona o eHealth, kde se definuji prvky, procesy, vztahy
mezi entitami a vazba na zdrojové registry a pak se
vyviji aplikace, navrhuji datové struktury a procesy,
které koresponduji s legislativou (rizikem je, ze
legislativa nepostihne vsechny atributy, vazby, funkce)

» 2. pristup - nejprve se navrhnou databaze a datové
strukury, vytvori se aplikace, vytvori se dilo a nasledné
se napise paragrafové znéni zakona, které pokryje
hotové dilo

» Kombinace téchto pristupu - postupné predélavani dila
tak, aby se prizpusobilo zakonu a zaroven postupné
prekryti dila zakonem

» Zakon 153/2013 Z.z. O Narodnom zdravotnickom
informacnom systéme




eHealth legislation creation process

» 3 different approaches:

>

>

1. Way - compiling the legislation definition and formulation, followed by parliament
approval. In advance defined elements, processes, mutual entities relation as well as
the binding toward the source registers. This step is followed by application
development, data structures design and processes incorporation, to be aligned with
the legislation. (This approach carries the risk, the legislation will not cover all
attributes, bindings, functionality)

design and coding. When the solution is almost ready, than the legislation process

2. Method is based on preliminary data basses and structures design, applications
starts, aimed to over the already made solution and its attributes \

Combination of above mentioned approaches. Step by step
solution development concurrently with the legislative
support and implication of legislation into the solution and its
parts design

Act 153/2013 Z.z. About the National Health Information
System



Rozhodujici zaklani prvky, které jsou nutné
pro reseni a pro legislativu

» Osobni identifikace
» Zdravotnici
» Pacienti

» Poskytovatelé péece
» Pristup pacientu a lékaru ke klinickym Gdajum
» Format klinickych Gdaju
» Prava a povinnosti zucastnéenych stran ve zdravotnictvi

» Optin / opt out



Crucial cornerstones where the solution
and legislation alignment is the must

» Personal Identification
» Health care professionals
» Patients

» Care providers
» Access to the health related data
» Health data format
» The healthcare stakeholders rights and duties
» Optin / opt out




ldentifikace zdravotnickych pracovniku

» Na identifikaci, autentizaci a autorizaci zdravotnickych pracovniku
Elektronicky prukaz zdravotnického pracovnika (EPZP).

» Cipova EPZP karta je vydavana narodné ve vazbé na registr ékard,
zubnich lékary, farmaceutd, ... a umoznuje jednoznacné elektronické
podepisovani klinického zaznamu

» Prokazatelné autorstvi klinického zaznamu ve forenznich rizenich

» Login, password prezentuje pristupova prava, ale nereprezentuje
lékare jako takoveho, je zde velke riziko zneuziti, nejmensi riziko je
pri biometrickych autentifikatorech



Healthcare professionals identification

» ldentification, authentication and authorization of health care
professionals by designated electronic chip card (HPRO)

» HPRO is issued on the national/regional level, fixed to the data of
national physicians (pharmacists) register, enabling invokable explicit
digital signature of clinical records

» Provable clinical record authorship for the forensic trials

» Login & password represent the access rights, but not the
identification of physician, only some knowledge. Such authentication
is accompanied by high risk of misusage, possibly reduced by
introduction of biometric identification



Povinnost predavani idaju do NZIS

» Zakon definuje povinnost pro zdravotnicke
pracovniky, vetsinou lekare, zasilat klinické udaje
0 pacientech

» Je povinne

» ,vytvareni elektronickych zdravotnich zaznamu v
elektronické zdravotni knizce osoby, ktera tvori
nedilnou soucast poskytovani zdravotni péce a vedeni
zdravotni dokumentace”.



Duty to provide medical data to the EHR
of National health information system

» The eHealth law defines duty for the health care
professionals ( physicians ) Regarding patient’s
clinical data by definition:

» ,,creating electronic health record in the patient’s

electronic health book (EHR) represents an integral
part of health care provisioning and health care

documentation “.



Pravidla pristupu pacienta ke klinickym
Zaznamum

» Jednoznacna a nezpochybnitelna adresnost zdravotnich vykona, léku,
laboratornich vysetreni na zaklade identifikace prijemce zdravotni
péce

» Vyuzitelnost adresnich vykonu i pro automatizovanou tvorbu podkladu
na vyuctovani zdravotnim pojistovnam

» Systém soustavné identifikuje pristupovatele k pacientskym datim

» Zpristupnovani pacientem samotnym svych zdravotnich zaznamu
lékarim, lékarnikim, zdravotnickym pracovnikim, poskytovatelum
zdravotni péce



Strict rules to access the patient’s clinical data

» Unambiguous and indubitable binding patient ID and healthcare services
reports, medicines prescriptions, laboratory examinations

» Large scale usability of binding of services with patient ID for genetating the
costs data or invoice details for the health insurances

» Systematic permanent monitoring and reporting of all attempts (and results)
to access the patient’s health related data

» The patient driven process of access enabling to his/her EHR data (medical
records) for other, than family physicians, for the pharmacists, health care
professionals, family members and relatives



Legislativni problémy s pouzivanim
identifikace pouze prostrednictvim elD

» Identifikace, autentizace a autorizace obcanu - pacient( podle vékovych
kategorii:

» 0- 15 let - problém, nemaji elD - z pohledu zdravotni péce pomérné financné
narocna skupina

» 15 - 18 let - problém, maji elD, ale nemaji plnohodnotnou pravni odpovédnost,
nemohou mit elD s elektronickym podpisem, nemaji pristup do elektronické
zdravotni knizky (EZK), nemohou udélovat souhlas k pristupu k EZK |ékari

» 18 - 65 let, mohou mit plnohodnotné elD a plnohodnotny pristup k EZK

» 65 let a vice - povétsinou diichodci, nemaji povinnost, ¢asto ani zajem o vybaveni
si elD s elektronickym podpisem, problém - z pohledu zdravotni péce financné
narocna skupina

» Vekoveé kategorie 1,2,4 vyzaduji alternativni pristup



Legislation bottlenecks to use elD for
patient’s identity prove

» ldentification, autentication and authorising of citisens - patients of all age
categories:

1. 0-15yearsold. The elD’s are not issued. From the point of view of health care
costs it is a demanding group, regardless majority of kids visit health escorted by
parent

2. 15 - 18 years. They already received elDD, but the don’t have full legal liability,
their elD has no electronic signature. Due this fact they have no access to the
patient’s electronic health book and they are not allowed to provide access to the
EHR to the physician

3. 18 - 65 years, full elD and EHR access and access right management

4. 65 years of age - almost retired persons, there is no duty to obtain elD, frequently
they have no interest to use elD with electronic signature, but on the other hand
they form a n assembly of patients with high demands of care and care costs

» Age groups 1,2,4 strongly require alternative solution for identity prove



Co urcuje legislativa pro eHealth

» Lékar / zdravotnicky pracovnik zapisem klinickych zaznamu doplinuje EHR

» PHR si aktualizuje pacient sam / zapis poznamek, lékar k této casti
nemuze ani se souhlasem pacienta pristoupit, napr. ke kontaknim Gdajum
nejblizsiho pribuzného nebo ke lékiim, které pacient uziva mimo predpisu
lékare a které si do PHR sam zapisuje - nema to vyznam

» Pacient urcuje osoby, které maji moznost pristupovat k jeho EZK:

» Lékari / zdravotnickému pracovnikovi:

» Pri poskytovani zdravotni péce primo v ambulanci, lékarné apod. a to na dobu
poskytovani zdravotni péce

» Z domu prostrednictvim své EZK (reseni legislativa to neumoziuje)
» Jinym osobam - pribuznym:
» Z domu prostrednictvim své EZK (legislativa to neumoznuje)

» Vsechny tyto Ukony pacient mize zapisovat pouzitim svého elD



Legislative commands for eHealth system

» Physician and/or health care professional crates medical report and this
enhances the patient’s EHR

» Patients create and maintain the PHR ( PHR represents patient’s notes, for
example usage of free medicament, diet, exercises, but physician have access to
PHR, patients is not entitled to provide access to PHR to the physician

» Pacient determines persons, who might have access to patients’ Electronic
health book within the national eHealth system:

» To the physician ( healthcare professional ) :

» While providing the health care directly in the outpatient clinic, hospital,
pharmacy etc. for the period of acute health care

» By remote access (home) utilizing the electronic health book service (not
supported by legislation )

» Other persons, relatives, family members:

» By remote access (home) utilizing the electronic health book service (not
supported by legislation )

» Enabler for all this services is patient’s elD




Zneplatnéni zaznamu

» Zakon predepisuje - zaznam se zneplatnuje
zapsanim nového zaznamu

» V technickem reseni vsak chybi priznak, ze
tento konkrétni zaznam byl zneplatnén
zaznamem nasledujicim

» Pri otevreni zneplatnéneho zdravotniho
zaznamu neni viditelne, ze je neplatny

» Nebezpecné pro rozhodovani lékare, v
konec¢ném dusledku nebezpecné pro pacienta
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Invalidation of issued medical report

» According the eHealth law the invalidation is

>

done by creating a new report

Unfortunatelly, in the real system there is
missing a flag, denoting the particular
medical report as invalidated by the
following one

When invalidated record is open, it is now
evident, that particular record was
invalidated

This situation creates risk for the physician’s
decision and for the health of the patient
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Otazka datového formatu

» Otazka datoveho formatu a komunikacniho protoklu vymény
zdravotnickych informaci mezi strukturami NZIS a poskytovateli

» Rozhodnuti, zda vyména zprav ma byt podle ustanoveni DASTA,
CEN 13606, HL7

» Slovensko si tento datovy format nedefinovalo v zakonée, pouze
v projektu a je to vsak jeden z klicovych atributu, ktery
ovliviuje architekturu a realizaci reseni, interoperabilitu
zaznamu a preshranic¢ni vyménu zdravotnickych dat.

» Nemyslime tim pouze Pacientsky sumar v ramci epSOS 2, ale
skute¢nou vyménu zdravotné relevantnich Gdaju pri
preshranicnim poskytovani zdravotni péce v budoucnu.



Clinical data format

» Clinical data format represents and extremely important decision regarding
whole health system. It determines the data storage format and the health
message data format for health message exchange between the IS of health
care providers and EHR storage.

» Decision, determining the clinical data format should be formed by DASTA,
CEN 13606, HL7 regulation.

» In the case of Slovak national health system is not implemented in the
eHealth law, but was stated in the project. Clinical data format form the key
importance attribute strongly influencing the solution architecture, data
storage, application, API’s, data communication and security as well the
future interoperability of health record in national and international health
care.

» This is important not only for the patient’s summary and its interoperability
within the European project epSOS, but the real exchange and
interoperability of medical records, prescription and other health relevant
data in the future



Finanancovani NZIS

» Pri budovani narodniho zdravotnického informacniho systému, které neni
levné, je treba myslet i na provozni naklady, pridruzené sluzby (call centrum)
a jeho dalsi rozvoj.

» Veétsina zemi EU nezverejnuje skutecné naklady na provoz elektronického
zdravotnického systému.

» Pocatecni uspora nakladu zavedenim eHealth nemuze dlouhodobé pokryt
naklady na udrzbu a rozvoj.

» Na Slovensku fungovani Narodniho zdravotnického informacniho systému na
zakladé rozhodnuti MZ je kodifikovano v zakoné o zdravotnich pojistovnach a
predstavuje 0,41% z rocniho objemu prerozdélovaného pojistného v ramci
systému zdravotni péce.



Health system operation

» The national health system is not a cheap solution for the building, but also
form point of view of maintenance, service and further development.

» The most of EU countries does not publish the real cost of electronic health
system operation.

» The initial cost saving, by implementation of eHealth can not cover the
maintenance and development cost in long run

» In Slovakia, the operation of National health system based on the decision of
MoH and codified in the eHealth law represents 0,41 % from the yearly
insurance volume, collected within the health care system



Opt in / Opt out

» Nekterée zeme ve sveé legislativé o elektronickém zdravotnictvi maji
definovanou moznost opt in (prihlaseni se do systému) - napr. Indie,
Australie,

» Nekteré zemé zase maji legislativné povolenou moznost opt out
(odhlaseni se ze systému),

» Systém eHealth v SR byl navrZen s cilem nabidnout pacientim systém
opt-out (to znamena, ze osobni klinické udaje nejsou pristupné, ale
depersonalizované Udaje tvori statistickou zakladnu), ale legislativa
nepodporila funkcnost této sluzby, takze obcané v soucasnosti nemaji
pristup k funkci odhlaseni se ze systemu.



The patient rights for Opt in / Opt out

» Some countries have codification of personal decision of patient regarding
introduction of data in the eHealth system = opt in ( registration in the
eHealth system) for example India, Australia,

» Some countries have codification of personal decision of patient regarding
deregistration from the eHealth system = opt out,

» Slovakia eHealth system was designed in order to offer to the patients the opt
out system (it means, the personal clinical data are not accessible, but
depersonalized data form the statistic base ), but legislation did not
supported the program functionality, so the citizens currently do not have
access to the opt out function.
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